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💼🥳Modern work

Power Platform & 
Low-code/No-code

⭐ Data protection, 
Compliance & Insider Risk 

Identity & access 
management

Generative AI 
& AI security

Security & Compliance Architect @





Mission statement



Insider

Any person who has or had
authorized access to or knowledge
of an organization’s…

CISA – ”Defining Insider Threats”

Information

Networks

Systems

Personnel

Facilities

Equipment



Insider risk
The potential for an insider to use their 

authorized access or understanding of an 
organization to harm that organization.

CISA – ”Defining Insider Threats”



Accidental
Negligent

Behavior that violates security policies

Lack of training or concentration

Misuse of given tools and resources

Undesirable behaviour caused by haste 
or overload

Coerced or
malicious

Unauthorised disclosure of information

Embezzlement

Sabotage

Appropriation of intellectual property

Corporate espionage



The signal is lost in the noise





Gathering signals



Sequence

Indicator
Individual meaningful event

An interlinked series of 
meaningful events



Microsoft 365 / Office events

Device events

Defender for Endpoint security events

Physical access events

Defender for Cloud Apps

(Edge & Chrome) Risky browsing events

Health record events

Indicator source tier list (for getting started)

Situational

Critical

OK



Device events

 Creating or copying files to USB

 Using a browser to upload files to the web

 Copying files over RDP & Bluetooth

 Printing documents

 Deleting files from the endpoint

...

Most data is exfiltrated w/ these

Onboard devices to 
Microsoft Purview!



Microsoft 365 / Office events

 Downloading content from SharePoint / OneDrive

 Sharing files with externals

 Downgrading or removing sensitivity labels

 Accessing sensitive or priority SharePoint sites

 Sending email with attachments to externals

…

Most sequences start with these





Enable MDE-IRM integration

Synergy between your
SecOps & Insider Risk teams!



Tip: Create custom variants

Base indicator

+ Custom domain group



= Indicator variant → better signals!

Tip: Create custom variants



Tip: Create custom variants

Many different types!



Assembling a team



Make HR, Legal & Compliance your allies from the start

Identify specific regulatory and other requirements

Get buy-in from C-levels to resource the insider risk program

Build bridges to support future development initiatives

Vital in any true positive cases



Management
Insider Risk Admin

Plan process & roles around IRM RBAC

Investigation
Insider Risk Investigator

Auditing
Insider Risk Auditor

Analysis & triage
Insider Risk Analyst



Essential configurations





”I never liked that guy.. let’s see what
he’s been up to.”



Pseudoanonymization is essential for 
privacy & investigation integrity



Policy trigger

1-90 days 1-30 days
FuturePast



IRM is noisy before fine-tuning
Lower your alert volume initially



Getting started



✓ Very common real-life 
stuff for easy wins

✓ High true positive %

✓ Practice & validate
processes

✓ Get buy-in for more
complex scenarios

Start with Data theft by departing users



Employment end date set
August 1st 2023

Employment ends
October 31st 2023

Danger zone



Start with Data theft by departing users

Usable even without HR connector for pilot & practice

HR connector is required to identify real exfiltration by 
leavers in time to take action

HR connector can also work w/ AD or Entra ID data!

HR system / AD 
/ Entra ID

CSV file 
+ Automation

Entra app registration



Build a routine as early as possible

Every day: 

Book at least an hour to triage new alerts & raise cases

Every week:

Go through recent findings with Insider Risk team 

Decide on actions to take on raised cases

Every month: 

Refine & create policies, custom indicators and variants



Decision points



Actions warrant 
investigation?Alert created

Accidental? 

Negligent?

Malicious?

Improve DLP rules
Provide training

Provide targeted
training & feedback

Remove pseudoanon.
Capture forensic evidence
Involve legal & authorities

Dismiss alert

Escalate to case & 
investigate user



Fine tuning



Enable analytics to allow fine-tuning policies

Do a fine-tuning pass for each policy & set 
meaningful thresholds for each indicator



Determine & add priority content to each policy

You can create multiple IRM policies from the
same template w/ differentiated priority content



Integration



Adaptive Protection is 
easier to use initially
with custom risk levels

Enhanced DLP auditing, 
policy tips & controls



Recap



 Craft a clear mission statement

 Ensure access to key indicators

 Involve the right stakeholders & establish a routine

 Pseudoanonymization is critical

 Start with data theft by departing employees

 The hardest part is determining intent

 Fine-tune your IRM policies!

 Leverage user risk levels in DLP w/ Adaptive Protection



Thank you!

Time for Q&A
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