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Topics

Why do we need to discover accumulations?

High-level discovery: Content Search

Targeted discovery: Defender for Cloud Apps

Putting your findings to work

RBAC, governance and other considerations

Demo!

Demo!



More data is being created than ever
Stale data is almost never purged
Ungoverned sensitive data accumulates

→ Perpetual & unsustainable risk



Why?

Data leak & breach risk

Data governance and quality

Compliance (laws & 
regulations)

Copilot for Microsoft 365 
considerations



Understand SIT confidence levels

To get the most out of 
Content Search & MDA File 
Policies, you need to 
understand SIT confidence
levels & scoring

Purview under the hood: 
Classifier confidence 
scoring, rule packs and the 
inconsistency of bundled 
SITs – Seppala365.cloud

https://seppala365.cloud/2024/07/21/purview-under-the-hood-sit-confidence-scoring-and-rule-packs/
https://seppala365.cloud/2024/07/21/purview-under-the-hood-sit-confidence-scoring-and-rule-packs/
https://seppala365.cloud/2024/07/21/purview-under-the-hood-sit-confidence-scoring-and-rule-packs/
https://seppala365.cloud/2024/07/21/purview-under-the-hood-sit-confidence-scoring-and-rule-packs/
https://seppala365.cloud/2024/07/21/purview-under-the-hood-sit-confidence-scoring-and-rule-packs/


Where to start?

Look through Microsoft’s list of 
built-in Sensitive Information Types
(SITs) and pick out the relevant
ones

You can programmatically get a list
of SITs with full metadata with the
Security & Compliance PowerShell 
command:

Get-DlpSensitiveInformationType



Content Search

High-level accumulation discovery with..



High-level discovery
Content Search

Rapidly identify top accumulations in 
Searching by SITs doesn’t work with email!
You need a bit of Keyword Query Language (KeyQL) 
– not KQL!
Built-in and custom Sensitive Info Types are
supported
You can filter for stale and/or externally shared
docs + more..





Content Search: common use cases

Find sites with many documents containing any # of SIT matches

For example:

An e-commerce department's SharePoint 
site with order forms containing 
customer credit card numbers

An IT or dev team’s site with 
configuration files that include 
credentials like server passwords and API 
keys



Content Search: common use cases

Find sites with many documents containing any # of SIT matches

SensitiveType:”Credit card number|*|85..”KeyQL

Sensitive Information Type Required number
of matches

Required
confidence score

(0-100)



Content Search: common use cases

Find individual documents..

• ..with many sensitive info type matches

• ..with medium confidence

For example:

An employee database export 
containing multiple instances of 
personal data

A configuration file with numerous 
occurrences of API keys and access 
tokens for various services



Content Search: common use cases

Find individual documents..

• ..with many sensitive info type matches

• ..with medium confidence

SensitiveType:”Credit card number|10..|75..”KeyQL



Content Search: 
common use cases

Find accumulations of stale sensitive
information (esp. personal data)

For example:

Archived HR site with old employee records 
containing national ID numbers

HR specialists’ OneDrive sites w/ departed 
employees’ PII data

Legacy internal corporate travel 
arrangements site with outdated travel 
documents containing passport numbers.



Content Search: common use cases

Find accumulations of stale sensitive information (esp. personal data)

SensitiveType:”Germany Identity Card Number|*|85..”
AND LastModifiedTime>=2023-12-31

KeyQL



Content Search: common use cases

Find accumulations of externally shared sensitive information

For example:

A financial report shared with an external 
auditor containing multiple IBAN numbers 
for vendor payments

Solution documentation shared with and 
worked on by vendors containing internal 
server hostnames along with IP addresses



Content Search: common use cases

Find accumulations of externally shared sensitive information

SensitiveType:”User Login Credentials|*|85..”
AND ViewableByExternalUsers:true

KeyQL



Content Search: search tips

You can look for many types of sensitive information in a single query. 

Max query length = 4000 characters

 Good for credentials, passport numbers, national IDs & more..

SensitiveType:"Azure SQL Connection String|*|85.."
OR SensitiveType:"Client Secret / Api Key|*|85.."
 OR SensitiveType:"User Login Credentials|*|85.."

KeyQL



Content Search: search tips

Standardize your search naming convention & orchestrate with the 
Security & Compliance PowerShell!

New-ComplianceSearch 
-Name "Discovery / Credit card numbers / High confidence" 
-SharePointLocation "All" 
-Description "Discovery search: Credit card numbers / High 
confidence"
-ContentMatchQuery 'SensitiveType:"Credit Card Number|*|85.."' 



Content Search: search tips

Standardize your search naming convention & orchestrate with the 
Security & Compliance PowerShell!

# Run or rerun all created credential content searches
Get-ComplianceSearch
| Where-Object {$_.name -like "Discovery / Credentials*"} 
| Start-ComplianceSearch





Rapid setup script from my GitHub











Defender for Cloud Apps
File Policies

More granular insights from..





Targeted discovery
Defender for Cloud Apps

File Policies help reinforce specific weaknesses of Content Search

Policy
granularity



Flexible post-search filtering



Enriched metadata for each match



Deep visibility into sharing scenarios



Putting your findings to work

Ok, so now you’ve got the visibility..



Putting your findings into practice

Apply elevated container
sensitivity labels to most risky
sites

Sharing guardrails

Access controls

Bremen



Putting your findings into practice

Apply default sensitivity label to document
libraries in sites w/ accumulations

Newly-created and modified files on the site get
protection by default unless already manually
labeled

Its easier to train users to apply exceptions

Auto-labeling can also elevate the sensitivity
applied by this mechanism



Putting your findings into practice

Fetch a report of SharePoint sites & relevant sharing & access controls
Get-SPOSite (Microsoft.Online.SharePoint.PowerShell

Pull in additional data from Content Search & MDA File Policies

Contact owners of identified sites with stale data and facilitate cleanups

Harden sharing settings and implement additional access controls

Team BremenTeamBremen

https://learn.microsoft.com/en-us/powershell/module/sharepoint-online/get-sposite?view=sharepoint-ps


SAM is your friend



SAM is your friend



Manage Data access governance reports using SharePoint Online 
PowerShell - SharePoint in Microsoft 365 | Microsoft Learn

https://learn.microsoft.com/en-us/sharepoint/powershell-for-data-access-governance
https://learn.microsoft.com/en-us/sharepoint/powershell-for-data-access-governance


RBAC, governance & more



RBAC & governance considerations

Content Search (classic)
Everyone with sufficient admin privileges can see everyone else’s Content 
Searches and can review + export the results

Purge unnecessary search jobs once data has been collected and analyzed



New Content Search fixes the issue



RBAC & governance considerations

Defender for Cloud Apps File Policies

Be mindful that MDA File Policies give access to previews of snippets
of file content even without special additional roles

In some countries this might pose a compliance challenge due to 
various privacy and other laws and regulations

MDA File Policies take time to crawl your entire data estate. Create
them as early as possible and give them a week or two before
reviewing results. 

They keep running persistently so you don’t need to rerun them periodically



What’s next?

By September 30, 2025, Microsoft will detect and 
remove the Everyone Except External User 
permission from the root site of each user’s 
OneDrive and the default document library in 
OneDrive.

Starting June 2025, admins can inherit document 
library default label from the container label of a 
group/site/team.





Comments or 
questions?
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