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Agenda

 Pain points

 Pull Copilot events from the UAL

 Grab identity metadata from Entra ID

Bring ‘em together!

Analyze & take action

 Automate & expand



Pain points





Native Copilot Analytics?

Microsoft on November 19th, 
2024

https://techcommunity.microsoft.com/blog/microsoftvivablog/introducing-copilot-analytics-to-measure-ai-impact-on-your-business/4301717
https://techcommunity.microsoft.com/blog/microsoftvivablog/introducing-copilot-analytics-to-measure-ai-impact-on-your-business/4301717
https://techcommunity.microsoft.com/blog/microsoftvivablog/introducing-copilot-analytics-to-measure-ai-impact-on-your-business/4301717
https://techcommunity.microsoft.com/blog/microsoftvivablog/introducing-copilot-analytics-to-measure-ai-impact-on-your-business/4301717


Native analytics are slowly getting better..



Things we need to know

 Roles utilizing specific Copilots the most? Overall?

 Underutilized Copilots per role?

 Who are the pioneers?

 Effectiveness of trainings?

 Licenses ripe for reassignment?



CopilotInteraction
events



Copilot audit logging

A bit of history

Before May 2024, M365 Copilot audit 
logs were very inconsistent 

On May 1st, 2024, the 
CopilotInteraction audit log schema 
finally got corrected and was made 
consistent 



CopilotInteraction events

One event saved in the UAL for each 
interaction thread

Each thread can contain multiple 
messages – both user prompts and 
Copilot responses

Most of what you need is in the 
AuditData attribute



AppHost

AppHost identifies the Copilot 
scenario / type

New apps added regularly

Usually clear. Can be cryptic too.

One of the key improvements 
available from May 1st ‘24 onwards



AppHost values on Jan 30th, 2025

appchat

Bing

Copilot Studio

Designer

Excel

Forms

Loop

Office (also Bing!)

M365AdminCenter

Microsoft Teams

OneNote

Outlook

Planner

Power BI

PowerPoint

SharePoint

Stream

Teams

Whiteboard

Word



AccessedResources

Tells us which emails, files and 
website URLs were referenced 
during the Copilot interaction

There’s also information of the 
sensitivity label of referenced 
content



Messages

Each CopilotInteraction event 
captures a single interaction thread

Metadata (not the text itself!) on 
each user prompt and Copilot reply 
in the thread is saved separately 
under the Messages attribute



 Copilot interaction thread
AuditData.Id = 13491c61-0149-400-9363-
147cd48f55ab

isPrompt = TRUE
MessageId = 1720074774700

isPrompt = FALSE
MessageId = 1720074774701



What other metadata is available?

 AI model name (ModelTransparencyDetails)

 Plugins used in BizChat interactions

 The sensitivity label a BizChat interaction inherited from 
referenced docs

 Public IP address & region of the client

 The context the Copilot interaction took place in (open 
document, Teams Chat or Meeting etc.)



How to get CopilotInteraction events

Advanced Hunting & Log Analytics
Table: CloudAppEvents

ActionType: CopilotInteraction

 Requires Defender for Cloud Apps

Search-UnifiedAuditLog 
(Security & Compliance PowerShell)

Audit Search (Purview Portal)

Audit Search (Graph API)

O365 Management Activity API

Immediate Asynchronous



Getting the
audit logs



Purview Audit Search



Audit Search CSV export has it’s limits, too..

E3 and below: 

Up to ~50 000 rows with Audit Standard

E5 & E5/F5 Compliance:

Up to ~500 000 rows with Audit Premium



Entra ID
metadata



Entra ID 
metadata



Entra ID is the source of HR metadata



Entra ID is the source of HR metadata



Grab a report of Entra ID member users



Grab a report of Entra ID member users



Grab a report of Entra ID member users



Grab a report of Entra ID member users



Bring the ingredients
together!



Add the ingredients to the stew in Power BI Desktop



Create 1:* relationship between tables

Imagine you have a  school with one teacher and many students. 

The teacher is like the "1“

The students are like the "*". 

Each student has only one teacher, but the teacher has many students.



Analyze & take action



Copilot adopter: Galactic Voyages



Copilot adopter: Galactic Voyages

~360 employees

100% M365 Copilot licensed
since January 2024

Handles interstellar shipping, 
logistics and luxury travel



Power BI!



Build some tasty visuals..



..and cross-filter!



Add some custom tables for unique insights

Disclaimer: I’m a Power BI newbie - you can 
optimize the DAX queries far better for scale!





Identify roles with high average usage..



..and then discover the pioneers!



Discover the pioneers!
There is usually a significant gap in 
Copilot use between..

The top 3-5 individuals 

The bottom ~30-40% of users within 
any given job / role

Recruit top users within roles for 
your adoption efforts

Have pioneers share their use cases 
and methods with others



Monitor the impact of trainings



For E5: Configure audit retention policy



Automate fetching
CopilotInteraction events



Directly from Sentinel’s Log Analytics workspace

Prerequisites:

▪ E5/E5 Security or similar licensing

▪ Defender for Cloud Apps (MDA) 
deployed & connected to M365 
Unified Audit Log

▪ Defender XDR connector ingesting
events from MDA to 
CloudAppEvents

 Recommended method



Benefits:

✓Fetch up to 500,000 
CopilotInteraction events
programmatically to Power BI

✓Only fetch the attributes you need

✓Granular summarization also
supported

✓Setting up the prerequisites is a win
for your security team too!

 Recommended method

Directly from Sentinel’s Log Analytics workspace



Limitations:

▪ More than 500,000 record queries
not supported by API

▪ Queries running for >10 minutes not
supported by API

 Recommended method

Directly from Sentinel’s Log Analytics workspace













Grab the query

from GitHub! 



















Alternate method: Graph API audit log
search



Grant Graph API permissions to a Logic Apps
managed identity (or register an application)

AuditLogsQuery.Read.All
✓ Application permission supported
✓ Delegated permission supported

 Recommendation
Use a Logic App with a system-assigned managed identity and authorize it 

to run Audit Log searches directly against Graph API

Required permission

For guidance on authorizing a managed identity to Graph API, see for example: 
https://laurakokkarinen.com/authenticate-to-entra-id-protected-apis-with-managed-identity-no-key-vault-required/
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Create auditLogQuery

"operationFilters": [ 
"CopilotInteraction" 
]



Get results of auditLogQuery

Periodically check 
status until

 complete



Get results of auditLogQuery



Automate fetching
CopilotInteraction events



The Graph API method: Query the Users endpoint



Power BI intentionally restricts direct queries to Graph API

Lack of Support for Microsoft Graph in Power Query - 
Power Query | Microsoft Learn

The Graph API method: Query the Users endpoint

https://learn.microsoft.com/en-us/power-query/connecting-to-graph
https://learn.microsoft.com/en-us/power-query/connecting-to-graph
https://learn.microsoft.com/en-us/power-query/connecting-to-graph


 Steps:

1. Provision a Logic App with a system-assigned managed identity

2. Use the method detailed earlier to give it User.Read.All rights

3. Have the Logic App use HTTP queries to fetch recurring user reports
from Graph API

4. Save only the required information from the user records into a 
dedicated, access-controlled table in Dataverse / Azure SQL / etc.

The Graph API method: Query the Users endpoint





EntraIDUsers



Expand



Add sensitivity label insights

Grab sensitivity label data 
with Security & Compliance
PowerShell:
▪ Label names
▪ Label GUIDs

Add as a table in Power BI 
Desktop & create a 1:many 
relationship w/ 
CopilotInteraction



Add sensitivity label insights

# Connect to the Security & Compliance PowerShell
Connect-IPPSSession

# Get a CSV report of your current sensitivity labels
Get-Label | Select guid, 
@{Name="LabelDisplayName";Expression={if 
($_.parentlabeldisplayname) 
{"$($_.parentlabeldisplayname)/$($_.displayname)"} else
{$_.displayname}}} | Export-CSV 
C:\Temp\SensitivityLabels.csv -NTI



Add sensitivity label insights



Add results from sentiment questionnaires

5h 

3h

2h

0,5h

How much time do you feel you
save with Copilot per week?



Summary



Summary
 Get CopilotInteraction events from the UAL

 Get Entra ID identity data

 Combine in Power BI

 Analyze M365 Copilot use in-depth across roles and more

 Automate audit event & identity data refresh

 Expand your analytics to offer more insights

 Apply gathered insights to adoption and upskilling efforts

 Profit! 



Comments or 
questions?
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