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"The hassle budget is the amount of 
security-related overhead that a user 
will tolerate in order to use a product."

-David S. Platt



"If there's one quality that defines human beings, 
particularly of the computer-using variety, it's 

laziness."



”Know thy user, for (s)he is not thee…”





"Eating your own dog food before
releasing it to users helps your
dog food taste slightly better than
it otherwise would. 
But it won’t change it into cat
food, and the dog food stage is 
too late to find that your users
really are cats."



”..it should be hard, damn it!”





 Why security (often) sucks

▪ No business alignment

▪ Policy communicated - but not enforced

▪ Policy enforced – but not communicated

▪ Disregard for natural human behavior

▪ Understaffed security teams

▪ Secure score ≠ Actual security outcomes



”It’s for security reasons..”





”Laziness trumps everything..”



..of a data breach? 

 Predictable
 Measurable

What's the cost?



..of inflexible security measures not tailored to business 
requirements?

What's the cost?



Shadow IT 
explosion



Security fatigue



Poor security culture



Stalling productivity & innovation



Difficulties hiring & retaining talent

High turnover of talent





Demo
Dealing with pesky outdated devices full of security holes – the effective way







Which type of SecOps pro are you?

You got a problem? 

We got you covered!

Users are stupid and should not be 
trusted with a magnetic sketcher!



Your security
solution design goal



How much security do I need?

Limit the impact of mistakes 
without breaking business 
processes

A certain amount of risk can 
and must always be accepted

How much? “It depends.”



Demo
When there is no clear path to share files with or collaborate with externals..







Granular sharing control in SharePoint Online
(with container Sensitivity Labels)



Granular sharing control in SharePoint Online
(with container Sensitivity Labels)



Granular sharing control in SharePoint Online
(wo/ container Sensitivity Labels)

# Connect to SharePoint Online
Connect-SPOService -Url https://<your-tenant>-admin.sharepoint.com

# Get all site collections
$sites = Get-SPOSite -Limit All

# Loop through each site and disable external sharing
foreach ($site in $sites) {

Write-Host "Disabling external sharing for site: $($site.Url)"
Set-SPOSite -Identity $site.Url -SharingCapability Disabled

}
Write-Host "External sharing has been disabled for all SharePoint sites.”

# Enable sharing for specific sites
Set-SPOSite –Identity <siteurl> -SharingCapability ExternalUserSharingOnly



”Security only works if the secure way
also happens to be the easy way.”

-The 2nd immutable law of security



Demo
“AI services are blocked until risk management measures are in place”, said the 
CISO..















”That which is easy to do will be done
frequently, whether it should be or not”





Have you ever tried sitting down with your
security people with a box of donuts?



 Call to action

 Develop a healthy interest in your business users. They are not
stupid and have meaningful things to accomplish with their digital tools.

 When blocking an action with technical controls, stop to think two
steps ahead – how is the user likely to respond?

 Don’t be ”the department of no” - remember that security is about
enabling business to work securely

If you blocked yourself into trouble,
you can’t block yourself out of it!



”Excuse me sir!”



Comments or 
questions?
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