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Agenda

 Preparations

Discovery

Grading GenAI services based on risk

Laziness trumps everything

Risk-based controls

Ongoing monitoring

What about mobile devices?

Action points

 What’s next..



 Preparations

Defender for Endpoint (MDE)

Defender for Cloud Apps (MDA)

Microsoft Purview



Defender for Endpoint
Onboard devices



Prerequisites
Defender for Endpoint

Onboard devices



Defender for Endpoint
Integrate with MDA



Defender for Cloud Apps
Integrate with MDE



Let data 
accumulate for 

7-30d

Meanwhile..



Microsoft Purview
Onboard devices from MDE



Microsoft Purview
Deploy browser extension



Microsoft Purview
Deploy browser extension



Microsoft Purview
Create Endpoint DLP 

policy & rule(s) in simulation mode



Microsoft Purview
Create Endpoint DLP 

policy & rule(s) in simulation mode



Microsoft Purview
Create Endpoint DLP 

policy & rule(s) in simulation mode



Microsoft Purview
Create Endpoint DLP policy & rule(s)



Microsoft Purview
Configure granular controls w/ 

service domain groups

Access the full 
list in MS Learn



Microsoft Purview
Turn policy on in simulation mode 

initially to estimate impact



Microsoft Purview
Create additional audit-only 

policies in DSPM for AI



Discovery

Investigate usage trends



Defender for Cloud Apps
Investigate service usage



Defender for Cloud Apps
Investigate service usage



Defender for Cloud Apps
Investigate service usage



Defender for Cloud Apps
Investigate service usage



Defender for Cloud Apps
Evaluate service risks



Defender for Cloud Apps
Evaluate service risks



Defender XDR
Gather trends and insights from the 

Unified Audit Log with Advanced Hunting

chatgpt.com

# of files uploaded



Grading services by risk











~2h propagation 
time for tags







Security only works if the secure way
also happens to be the easy way.

-The 2nd immutable law of security



That's the key 

Your users will do whatever is easiest, 
no matter what. 

If you can make the secure thing be easier, 
they will do it. 

And instead of trying to get them to do 
more work to be safer.. 

Hey, how can we make them safer with 
even less work?

David S. Platt
Software Legend
UX advocate



Risk-based controls



High risk → Unsanction in MDA



Defender for Cloud Apps
Generate block script for 

on-prem network appliances



Medium risk → Set as monitored





All consumer GenAI services
→ Restrict upload of business data 

with Purview Endpoint DLP



 What about mobile devices?



Microsoft Intune
Limit transfer of data from work 

apps to consumer apps with APP









 Ongoing monitoring



Microsoft Purview
Track use of supported GenAI services on a granular level



Action points

Onboard devices to Endpoint DLP → Purview

Integrate Defender for Endpoint and Defender for Cloud Apps

Create Endpoint DLP rules in simulation mode→ Enable later

Discover GenAI usage trends and grade AI services by risk

Block high risk services, treat less risky services with a soft touch

Provide training and guidance to adopt authorized GenAI

Monitor ongoing trends and fine-tune



What’s next..

Network Data Loss Prevention! 
Catch GenAI add-ons etc.

Edge for Business as a control
plane

Inline DLP for prompts to 
ChatGPT, Gemini and more

Risky GenAI use as an indicator in 
Insider Risk Management



Comments or 
questions?
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