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By 2027,

70% of organizations will combine data loss prevention 
and insider risk management disciplines with IAM context 

to identify suspicious behavior more effectively.
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Agenda

 Insider risk vs. insider threat

 It’s all about indicators

 The intentional insider

 Connecting the dots

 The unintentional insider

 What’s next?



Insider risk vs. 
insider threat



What is an ‘insider’?

Any person who has or previously had..

..authorized access to or knowledge of..

the organization’s resources, including people, processes, 
information, technology and facilities.



 Insider risk

The potential for any individual..

..who has or previously had..

..authorized access to or knowledge of an organization's assets..

..to act (or not act), either maliciously or unintentionally..

..in a way that could cause harm or loss to an organization.



 Insider threat

An insider, or group of insiders, that either intends to or is likely to 
cause harm or loss to the organization. 



The typical threat

   Male

 31-45yo

 University graduate

 Permanent staff – not C-level

Customer service, security or financial dept.

Employed for <5y

Self-initiated: identified opportunity after being hired

Threat activity ongoing for <1y when detected



The typical threat

   Male

 31-45yo

 University(ish) graduate

 Permanent staff – not C-level (yet..) 

Customer service, security or financial dept.

Employed for <5y

Self-initiated: identified opportunity after being hired

Threat activity ongoing for <1y when detected



The intentional insider



Topics: The intentional insider

 RAT & the criminology angle

Motivators, triggers and threat activities

Case examples & first aid



 Routine Activities Theory

Partly our 
job Our job



The VIVA model
Value – target desirability

Inertia – how simple target is to take

Visibility – how noticeable target is

Access – how easy target is to get to



Motivators





Triggers

Triggers



Triggers



Threat 

activities





Predisposing factors for motivations

Dark triad personality traits
Narcissism → Ego, Revenge
Machiavellianism → Greed, Opportunity
Psychopathy → Greed, Opportunity, Revenge

Impulsiveness → Opportunity

Vengefulness → Revenge

Over-achievement → Ego

Paranoia

…



Ephialtes of Trachis

Battle of Thermopylae (480BCE)

Betrayed the Greek army, revealing 
a flanking path to the Persians

Primary motivator: Greed - hoped 
for a monetary reward

 Didn’t get paid

 Got into a movie though



Assassination of Julius Caesar 

Rome (44BCE)

Two insiders close to Julius Caesar 
organized his assassination

Presented act as defense of the 
republic against tyranny

Primary motivator: Ideology

 Ideological rationalization lets 
people justify extreme insider acts



Tim Lloyd 
& Omega engineering

1996, Newark New Jersey

Programmer & network admin 
activated pre-prepared software time 
bomb three weeks after being fired

Deleted all design and production 
software, caused $10 million in 
damages

Also stole $50k in equipment

Primary motivator: Revenge



 First aid

▪IAM hygiene on termination

▪Review automations built by / 
changed by user

▪Require managed, compliant 
device



Terry Childs and the San Francisco FiberWAN lockout

Engineer locked admins out of network for 
12 days, “hijacked” both the network 
passwords and the backup configurations

Triggers:
Concerned about threat of layoff

City discovered his lies about his criminal background

Incident cost: $866000

Ultimately drew attention to ineffective 
security controls

Primary motivator: Ego



 First aid

▪ Implement PIM, remove standing GA 
privileges

▪ Follow least privilege, limit admin 
rights consolidation

▪ Critical admin tasks only from 
Privileged Access Workstations

▪ Offboarding playbook for individuals 
with privileged access

▪ Screening for privileged roles





Harold T. Martin III & the NSA

Contractor accumulated sensitive NSA data 
over 20 years, total >50TB, of which dozens 
were secret documents

Driven by curiosity and hoarding 
tendencies, rather than profit or malice

Data included >75% of all hacking tools of 
the TAO (Tailored Access Operations) unit

Enabled by poor access management 
practices and security controls on data

Primary motivator: Opportunity



Endpoint DLP 

restrictions





 First aid

Protect and track critical documents with 
Purview sensitivity labels and encryption

Make exfiltration louder with Data Loss 
Prevention guardrails in M365 and 
endpoints

Discover “slow drip” cumulative exfiltration 
patterns with Insider Risk Management

Use Entra ID Access Packages to provide 
time-based access to sensitive materials





Edward Snowden
& the NSA (2013)

NSA contractor turned whistleblower, 
disclosed sensitive information about global 
surveillance programs

Worked as SharePoint admin for servers 
used broadly by NSA analysts

Had access to 1,7 million documents, shared 
up to 200,000+ with reporters

Incl. Top Secret & Special Intelligence info

Primary motivator: Ideology

 Ability to detect cumulative exfiltration 
was missing for compartmentalized 
information



Entitlement 

management































myaccess.microsoft.com





 First aid

Limit access to compartmentalized 
information with access packages 
and encrypting sensitivity labels

Mandate monitored Privileged 
Access Workstations for admin 
tasks

Deploy Insider Risk Management to 
detect and investigate anomalous 
content access and collection 
patterns



CrowdStrike (11/25)

Company insider shared 
screenshots on internal Okta 
systems with threat actor Scattered 
Lapsus$ Hunters

Initial info says threat actor offered 
$25,000 to the insider to provide 
access to Crowdstrike network

Threat actor received SSO auth 
cookies from insider but they had 
already been detected & access had 
been removed

Primary motivator: Greed?



“We made a critical mistake. We 
assumed that outsider external 
threats were different in kind than 
insider threats. 

My view today is they are 
exactly the same.”

Chris Inglis
Former deputy director, NSA



+



+



+



Connecting the dots 



It’s all about  indicators

▪ Mass download / exfiltration of 
sensitive data

▪ Unjustified escalation of privileges

▪ Anomalous access patterns

▪ Physical access attempts after 
termination or job level change

Technical Behavioral

▪ Excessive absences

▪ Anomalous working hours

▪ Anti-social behavior

▪ Bypassing instructions

▪ Poor performance

▪ Untruthfulness / lies



Audit logging



Microsoft 365 / Office events

Device events

Defender for Endpoint security events

Defender for Cloud Apps 

Risky browsing

Physical access

Health record access

Power BI & Fabric events

Indicator event source tier list

Situational

Critical

OK



Device events

 Creating or copying files to USB

 Using a browser to upload files to the web

 Copying files over RDP & Bluetooth

 Printing documents

 Deleting files from the endpoint

...
Most data is exfiltrated w/ these



 Downloading content from SharePoint / OneDrive
 Especially to unmanaged devices

 Downgrading or removing sensitivity labels

 Accessing sensitive documents

 Sending email with attachments to personal accts.

…

Most exfil sequences start w/ these

Microsoft 365 / Office events



Device events

M365 & Copilot 
audit events HR data

Physical 
access

Entra ID 
Protection 

events

Azure events

Defender for 
Endpoint 

signals

Power BI & Fabric 
events DLP alerts

















Start with ”Data theft by departing users”

✓ High true positive %

✓ Practice & validate

processes

✓ Get buy-in for more

complex scenarios



Employment end date set

October 1st

Employment ends

December 31st

Danger zone



The unintentional or careless 
insider



”That which is easy to do will be done
frequently, whether it should be or not”

David S. Platt
Software legend, User experience advocate



The underestimated threat

Imminently more problematic because of scale

Negligence, misunderstood role or unclear rules

Lack of clear behavioral indicators

Enabled by lack of security culture and secure 
management practices

Carelessness – people do what they think is useful 
or important, but in the wrong ways





Samsung engineers & 
ChatGPT (2023)

Samsung engineers pasted source code & 
secret internal meeting notes into consumer 
ChatGPT

Tried to get help optimizing test sequences for 
identifying faults in chips, turn meetings notes 
into PPTX

Led to trade secret exposure – OpenAI retains 
prompts for model training 

Samsung then developed in-house LLM / AI 
solution

Classic careless insider threat

Oops



City of Calgary privacy breach 
(2015)

City employee shared private info of 3700+ 
other employees with recipient from another 
municipality

Info sent unencrypted to both professional and 
personal address of recipient

Sharing was for purposes of “receiving technical 
assistance”

Led to $92,9 million class-action suit

No malicious intent - lack of training, lack of 
guardrails



From .MIL to Mali 

US military email addresses end in .MIL

The country of Mali has a domain, .ML

US military has been accidentally sending 
internal email to .ML addresses for years – a 
“typo leak”

Discovered in 2013 by Dutch businessman 
contracted to manage Mali’s domain

Mali has warmed its relation to Russia – 
oops!

The real issue: Lack of guardrails



First aid for unintentional insider risk

Sensitivity labels & DLP turn policy into guardrails
Make anomalies louder

Audit logs correlated by Insider Risk Management 
help identify persistent risky data handling

Identify bigger context & repeat offenders



Data Loss 

Prevention









First aid for unintentional insider risk

Unchecked use of personally-owned devices and 
24/7 social media blur boundaries between work & 
private life → costly mistakes!

Increasing volume of unstructured data in M365 
magnifies accidental exposure likelihood & impact



Reinforcing security culture

Poor security culture manifests as 
general disregard for security 
practices, no personal ownership for 
security

Countermeasures: Peers acting as 
security champions, training, 
consistent enforcement of policies and 
positive reinforcement

The job of security: enable business to 
work in a secure, sustainable manner





Next up?

Nation-states like China, 
Russia are now using 
non-state actors to 
identify & target 
vulnerable insiders

Most at-risk industries: 
AI, quantum, biotech, 
defense



“The critical element is not the source of a 
threat, but its potential for damage.

Evaluating threats from that perspective, it 
becomes obvious that although most attacks 
might come from outside the organization, the 
most serious damage is done with help from the 
inside.”

- Eric Cole

Former SANS faculty fellow

Former CTO @ McAfee

Former Chief scientist @ Lockheed Martin



Comments or 
questions?
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